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Abstract

The integration of systems for adaptive business intelligence (ABI) in the healthcare industry has the potential to
revolutionize and reform the way organizations approach data analysis and decision-making. By providing real-time,
actionable insights and enabling organizations to continuously adapt and evolve, ABI has the potential to drive better
outcomes, reduce costs and improve the overall quality of patient care.

This article proposes an interoperability architecture that allows the seamless use and integration of HL7 messages
and the information they contain as an interface with these systems. The proposed architecture follows a microservices
paradigm with an emphasis on its modularity and distribution capacity and is part of an effort to achieve
interoperability and ease of integration with ABI systems, while never neglecting key characteristics such as speed,
security and the best practices in software development and architecture.
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1. Adaptive Business Intelligence Systems and their potential application in healthcare

Adaptive Business Intelligence (ABI) systems are a new approach to Business Intelligence (BI), making use of
Machine Learning and Artificial Intelligence systems and models to provide real-time information and insights into
organizational data and aid in decision-making [1]. They are more agile than traditional BI systems and can
automatically adjust and adapt to changes in data, business processes and the environment. This makes ABI systems
very useful and suitable when applied in dynamic and unpredictable environments [1] [2].

ABI systems aim to provide organizations with a comprehensive and dynamic approach to data analysis, decision-
making and continuous learning. They are made up of several interrelated components, including data collection and
management, advanced analytics, modeling techniques and decision-making tools.

Over the years, organizations have collected astounding amounts of data in the hope that it could include useful
information. Although the more data they have, the harder it becomes to pinpoint and extract useful information and
insights about their business and environment. The true value of this stored unorganized data lies in the organization’s
capability for analysis. The healthcare sector is no different to the extent that there is a huge untapped potential for
data analytics and insight extraction from stored data [2].

ABI systems for healthcare applications would be capable of extracting a lot of useful information and transforming
data into information and insights; Forecasting models based on Data Mining Results; Run Optimization Models in
full integration; Visualization of acquired knowledge through the ABI architecture [3].

Adaptive Business Intelligence systems are the result for when we combine, in the same system, predictive models
that will try and predict the future based on historical data and optimization models that will try to fine tune the
response of these predictive models as well as run as standalone models. In this way, ABI systems will always be able,
in some capacity, to answer what will happen in the future and what is the best choice at the moment.

2. Interoperability System Architecture

The proposed system’s focus is to create an environment and integration where interoperability resources (healthcare
historical and daily data) can be used as input to run machine learning models in an ABI system.

The Health Level Seven (HL7) pattern was chosen as the central focus of the system due to its comprehensive
complexity, flexibility and widespread adoption and support which will, practically guarantee compatibility with any
healthcare system [4] [5] [6].

The proposed architecture follows the microservice approach and is divided into three separate and distinctive layers:
Technology, Services and Presentation. Each of these layers contains a collection of loosely coupled services,
virtualized into containers, where each one is self-contained and implements a single business capability. This kind
of architecture will allow the interoperability system to have increased scalability and flexibility, improved
maintainability, and testability as the different parts of the system become independent and easier to handle [7].
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Fig. 1. Interoperability Architecture Representation
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As it’s represented in Figure 2, the proposed architecture has two end users in mind: Healthcare Organizations
(clients), who would be using the system to run the many Machine Learning Models contained in the ABI system
through HL7 resources, and Platform Engineers (System Administrators), who would be responsible for keeping the
system running and maintaining all the rules. Every component of this architecture is an application, technology or
service that was virtualized into a docker container for easy deployment and management [8], making it a multi-
component system. This way the whole system can be installed/used through a single docker-compose file or any
other docker container management solution [9]. All containers can be divided into different layers creating the
Technology, Service and Presentation layers.

2.1. Technology Layer

This layer uses existing technologies to support the system. It’s designed for both distributed and local systems, with
optional technology containers that are only needed if not already present in the environment. In this layer there are
four containers:

e Mirth Connect & PosgreSQL: Mirth Connect is an interoperability management engine that can handle HL7
resources natively [10] [11] and will be used to parse all incoming HL7 messages. It needs a separate Database to
run properly, this database could be Derby, MySQL, PostgreSQL, Oracle or SQLServer;

e MySQL: MySQL was the Database of choice for the system because of its relational and robust nature as well as
its high degree of integrability. This database will hold all the business information for the interoperability system;

e RabbitMQ: Message Queueing (MQ) was the method of choice for communicating with the ABI Systems (sending
requests to run and receiving their responses) given that running machine learning models is a very volatile, and
sometimes slow, task and MQ’s asynchronous nature will make sure the requests do not overlap and all will get
processed eventually and in a consistent fashion. Adding to this MQ also abstracts systems in communication of
each other and this makes any kind of scaling very easy and flexible where the Interoperability system would put
a request in queue and multiple ABI systems, services or applications would instantly be triggered.

2.2. Services Layer

This layer is composed of the microservices developed to interact with the technology layer and contain all the
business logic. These microservices serve as interfaces for Mirth, MySQL and RabbitMQ and also make up the
backend for the entire system taking the form of Web APIs that expose the necessary information through properly
configured and secure endpoints. All these services were created using Node.js and Express.js. For security and access
control, all sensitive routes are protected by a JWT Authentication Middleware and every sensitive
variable/information (like credentials, secrets and IPs) is configurable through Environment variables. This layer is
made up of three services [12] [13] [14]:

e Mirth Connect Microservice: This is the only service with access to the Mirth Connect credentials (through
environment variables) and is responsible for all interactions that happen with it. It uses the built in Mirth Connect
developer API which makes it possible to interact with Mirth Connect programmatically.

¢ Database Microservice: This service has access to the database’s credentials through environment variables and is
responsible for all interactions with the database for the system. For now, only MySQL is supported. This service
utilizes sequelize [15], a library for secure interaction and querying of Databases in Node.js. This is arguably the
most important service in the system because it contains all the logic and data to perform its' actions.

e Message Queue Microservice: This service has access to the credentials for the Message Queue technology, as it’s
responsible for all interactions with it. It, simultaneously, acts as a data publisher for the MQ but also as a listener,
as all new incoming messages go through it. This is the way that the interoperability system communicates with
its’ integrations.



Jodo Guedes et al. / Procedia Computer Science 238 (2024) 920-925 923

2.3. Presentation Layer

This layer is composed of all the components responsible for interacting with the final user being it clients or engineers
and administrators. As of now, it consists of only one component, a single Frontend Application developed with React
as the frontend framework. There are several advantages to using React, including its high performance and speed due
to its smart virtual DOM, flexibility, scalability, large community, and ease of development[16].

3. Use Cases

There are hundreds of operations and use cases in the built system, for the context and scope of this article I’ll simplify
it to the two most important use cases that make up the heart of the system, sending and receiving HL7 resources.

3.1. Sending HL7 messages use case

There are two main ways to send a new request to the system, via the front-end application or via the exposed Mirth
Channel (HTTP Web API). The only difference between these two variants is who is communicating with the Mirth
Connect Channel, in one it’s the actual client with their HTTP client and in the other it’s the front-end application.
Both, practically, start when the Mirth Connect Runner Channel is called. Succinctly, the flow for this use case is as
follows:

e The Mirth Connect Channel will call the Database Microservice to get all HL7 mappings for the request model’s
features;

e The Mirth Connect Channel will, for every message in the batch, try to match the mappings to the provided
messages and will start storing all matched information and in the end verify if all features were matched;

o Ifall features are matched and all necessary information is present and stored the Mirth Channel will send a request
to the Database Microservice to check if all information is valid with the stored regex validations;

o If the response is valid that means all matched information is valid the Mirth Channel will send a request to the
Database microservice to fetch the preprocessors and run them, in a sandbox environment to guarantee the safety
of the system and to ensure only the data transformation happens, for every feature’s data. This preprocessed data
will, then, be sent back to the Mirth Channel to be stored in memory;

e After receiving the preprocessed data, the Mirth Channel will send a request to both Database Microservice and
Message Queue Microservice to both store the actual data from the message and to forward the processed data to
the Message Queue service to be consumed by any ABI system;

e The Mirth Channel will then send a response back to the client/front-end application with a success or failure
message based on the previous checks.

3.2. Receiving model response from ABI system use case

After a successful request the data for running a Machine Learning model is published to the RabbitMQ requests
queue and eventually it will be picked up by the ABI System which will run it in the desired model. After running the
ABI will issue a response back to RabbitMQ responses queue, this response will be picked up by the Message Queue
service and propagated to the Database which will be made available to the client through the graphical interface.

4. Solution Tests

To test the effectiveness and robustness of the solution three healthcare related machine learning models were
implemented in the system and tested with real HL7 messages from the Healthcare Organization. In total there were
20 HL7 messages none of which broke the system in any way and, to summarize, every test ended in success. The
next section goes into more detail about the performed tests.
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4.1. Message Completion

In this test it was assessed if the system is robust enough to run the requested models with the provided messages
whether they have, or not, all the necessary information. To that end a formula to calculate the completion percentage
of a group of messages was constructed as a testing metric.
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This test revealed that not all messages are suited to run all models, but that is where altering/customizing the
messages/completing them, or the custom mapping mechanism comes into play and really shows how this issue can
be tackled. As Figure 3 indicated, the test messages, if left as is, are very inconsistent in whether they will or will not
work with the models, but when the messages are created and constructed with the mapping requirements in mind
they all work or even creating custom mappings for different clients to fit their needs.
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Fig. 2. Test Results of Messages As Is, Modified and Custom Mapped

4.2. Erroneous Messages

This test was conducted to test the robustness of the system when facing malformed or erroneous HL7 messages
whether they were malformed HL7 messages with defective/wrong syntax or invalid data encoded into the message.
There is an entire portion of the system dedicated to the validation of the input data. This portion will validate the data
types, structure, and integrity according to user defined Regular Expressions based validations. If the system detects
that the input data does not match the established validator, it will return an error and notify the user. As for the tests,
all messages were tested with defective syntax and with erroneous data, the system was able to detect and handle all
of the defects in the messages successfully, as is indicated inFig. 4.
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Fig. 3. Test Results of Erroneous Message Handling

5. Conclusion and Final Thoughts

This paper proposes an Interoperability system architecture for Adapative Business Intelligence systems that would
allow for HL7 messages to be used as its very input. It was conceived with the best practices of software
development in mind, guaranteeing robustness and stability in all use cases. It was developed using containerization
for its modularity and simplicity of development, making all aspects of the system highly manageable and easy to
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understand and maintain. The system employs Mirth Connect to link its various microservices. It receives HL7
messages, extracts data according to specific model feature mappings, and validates this data using pre-established
validations based on regular expressions. The information is then preprocessed through custom scripts created by the
final user. The processed data is subsequently forwarded to a RabbitMQ Queue, where it is executed by the ABI
system, specifically targeting the model requested alongside the extracted data.

The system was built, developed, and then evaluated using a set of real-world messages. The results showed that it
was able to successfully extract, validate, preprocess, and propagate the correct information in all the testing cases
never breaking or returning erroneous information.

The proposed system was also devised to be very flexible and scalable, allowing it to easily adapt to new
requirements and changes in the environment thanks to the mapping, validation and preprocessing solutions.

In the future, this system would benefit from supporting other Healthcare communication protocols such as FHIR or
CDA, new interoperability technology integration and utility, thorough security assessments and improvements, data
flow optimizations and extended database and message queue technology support.

The interoperability system can enhance ABI systems’ implementation and adoption by Healthcare Organizations. It
eliminates complex integration and enables the use and generation of insights from historical and daily data through
HL7 resources.
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